
Fraudsters Using Fake IDs to Target HELOC Accounts

Banks across Western and Southeast Nebraska are reporting new cases of
attempted fraud in which individuals use fake identification to withdraw funds
from home equity lines of credit (HELOCs). The Nebraska Bankers Association
issued an alert, warning institutions to remain vigilant as this scam trend
makes its way into our region.

While this is not a new tactic, its resurgence highlights the importance of
strictly following verification procedures. When processing transfers or wire
requests, staff should always perform the callback verification using the phone
number already on file, not one provided by the customer during the request.
This simple step can be one of the most effective defenses against these types
of scams.

In addition, now is an ideal time to consider implementing a customer-specific
secret passcode or password for added security. Having a unique, pre-
established code on file for each customer can provide another critical layer of
protection and help confirm the legitimacy of requests before funds are moved.

As fraudsters become more sophisticated, maintaining vigilance and
reinforcing internal controls remain our best safeguards against financial loss
and reputational risk. If you have any questions or need support protecting
against these types of scams, our team is here to help. You can reach us at
inquiries@completecompli.com. 
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