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Holiday Season ATM Threats

While the holiday shopping season ramps up, so do threats for banks,
specifically ATM threats. ATM “jackpotters” and “hook-and-chain” attackers are
targeting banks across the Midwest.

ATM jackpotting is a type of cyber-attack where criminals use malware to
manipulate an ATM'’s software and hardware, forcing it to dispense cash.
Jackpotting allows criminals to seize control of an ATM’s cash-dispensing
function through unauthorized means, often resulting in large sums of cash
being dispensed. This can take as little as 5 — 10 minutes.

A hook-and-chain ATM attack is a type of criminal activity where a criminal
attaches a chain or cable to an ATM and uses a vehicle to exert force on the
machine, usually by pulling the chain with the vehicle. This method allows the
criminal to forcibly open the ATM's safe doors, enabling them to access the
cash inside. These attacks are particularly common in drive-up ATMs and can
cause significant property damage and financial losses.

How to protect your ATMs:
e ATM Device and Data Encryption
* Keep Software Secure
¢ Installing Effective Alarm Systems
o Restrict Physical Access
o Improving Key and Lock Security
e Controlling Cash Exposure
 Verifying Service Technicians
¢ Review Internal ATM Policy, Procedure and Training

Learn more about ATM attacks here.

These threats are evolving quickly, but your defenses can too. Contact us
today via inquiries@completecompli.com to review your ATM security
strategy and ensure your institution is prepared.
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